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Hybrid Warfare Research Institute  

and St. George Association are 

non-profit and non-governmental 

organizations with aim to encourage, 

assist, develop and promote research 

in the field of personal, corporate, 

national and international security. 

They are encouraging: 

- Professional and scientific promotion and improvement of 

activity in the above mentioned areas,  

- Work on professional and scientific studies of international 

relations and national development strategies, 

- Connection of professional associations and professional 

development of its members, as well as students and young 

experts in study areas of the above mentioned areas,  

- Cooperation with other similar associations and 

organizations abroad, and all organizations that support the 

work of the Association. 

St. George Association 

publishes the magazine 

National Security and 

the Future (www.nsf-

journal.hr and 

http://hrcak.srce.hr/nsf) with scientific and expert articles, 

organizes conferences, lectures, seminars, discussions and 

other expert meetings from the field of personal, corporate, 

national, and international security.  

http://www.nsf-journal.hr/
http://www.nsf-journal.hr/
http://hrcak.srce.hr/nsf
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Introduction to the 2020 Forum  

Dear guests, dear colleagues, welcome to the 5th Zagreb 

Security Forum. As you can see, we are not going to allow to 

corona to win this war. In every war, if you want to win, you 

must adopt your strategy to a circumstance in a way that will 

create new reality in order to win not just battles, in order to 

win the war.  

I am sure that this is just a first of the similar wars that we are 

going to conduct in decades that are in front of us. Therefore, 

we need to respect measures and recommendations done 

by health experts in order to prevent unwanted spread of 

virus. Also, we must prepare our system of Homeland and 

international security against possible appearance of 

bioterrorism because someone probably get an idea while 

monitoring the level of damage that this virus caused on 

national, reginal and global level. 

For years we can see that different attackers are using hybrid 

attacks while trying to achieve different goals: political, 

economic, security, military, cultural, social…. Hybrid 

attacker is trying to achieve a state of information supremacy 

by influencing the decision-making process of the target 

audience: in order to control communication channels as well 

as the information content that is moving through those 

channels. The goal of some media, used as a 

communication channel in influence operations, is often not 

to inform but to manipulate with data and information, 

knowledge and emotions. The information attacker is trying 

to conceal its actions, intentions and identity to prevent the 
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detection and identification of malicious actions. Considering 

that, social networks are an ideal playground for spreading 

disinformation. Posts on various social networks have 

become one of the key communication models through 

which a huge quantity of disinformation quickly and 

persistently distributes. The intensity of these activities is 

especially evident in the time before the outbreak of crises, 

during crises and during conflicts and wars. They intensify 

further in the times before elections and referendums. This 

was very clearly seen in the 2016 US presidential election, 

Brexit (2016), the referendum in Nort. Macedonia (2018), as 

well as in numerous influence operations directed against 

citizens of Ukraine and the Baltic States, and the current 

corona crisis. 

Based on the analysis of those and other similar examples 

and the consequences that have arisen, it is necessary to 

develop democratic activities that could reduce or disable the 

malicious effects of disinformation. WB6 states (Albania, 

Bosnia and Herzegovina, Kosovo, Montenegro, Northern 

Macedonia, Serbia) remains politically, security, 

economically, socially, highly volatile and insecure. Political 

and social elites have generally not developed themselves to 

a level that can guarantee the creation of the necessary level 

of social agreement, or consensus, about the key issues that 

are necessary for the future positive development of 

individuals and communities. Numerous interethnic issues 

and relations continue to be plagued by history, unfortunately 

without a vision and the ideas that could develop optimism 

and positive future development. 
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Active and intense interference in internal processes in other 

countries, justified as a protection of their own ethnic and 

religious communities, with constant provocation of 

interethnic conflicts, show that these democracies and 

societies are very fragile, sensitive and vulnerable. Very 

vulnerable to even lesser challenges that they may face with, 

and which states with a consolidated and developed 

democracy would not even notice. Therefore, it is necessary 

to make intensive efforts to safeguard the level of achieved 

democracy and continue to act in a positive and 

developmental spirit: to build, not to tear down, to merge, not 

to divide. The rule that the ancient Romans noticed and 

defined with the dictum of Divide at Impere remains crucial 

in planning all these influence operations.  

The key segment of any democratic process of any society 

are free, multi-party and democratic elections, where 

citizens, by their own free will, can elect their future 

representatives. Therefore, in order to systematize the 

results of numerous analyses and documents produced by 

experts from NATO STRATCOM CoE and Hybrid CoE, 

additional efforts are needed to be done in order to protect 

elections, as an administrative event and the political 

process, from numerous malicious influences.  

At the same time, it is also necessary to protect the public, 

or the electorate, from such malicious acts. By protecting the 

integrity of the electoral process, we are protecting the 

foundations of Western democracy. The protection of 

democracy is the protection of the attained level of human 
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rights, both at an individual and group level, as well as on a 

national and EU level. 

An important role in the malicious influencing activities on the 

election results has the data and information published on 

various social networks. Besides social networks, we do not 

need to neglect influences at different communication groups 

in our smart phones and computers. The abundance, 

diversity, frequency and reproducibility of the data and 

information on those networks that we as individuals and 

organizations are constantly publishing, as well as the 

disinformation (audio, video, photo and textual nature) is truly 

astounding. They spread faster than any virus. 

Disinformation, which is an integral part of the wide range of 

activities covered by the name of influence operations, is 

used as a source that gives additional energy to other 

activities within that spectrum of influence operations. The 

driving force behind these disinformation are, very often, our 

personal data and information that we freely (with or without 

consent) share with many persons (known and unknown) at 

the www. We just need to recall ourselves how this practice 

of manipulation and management of our data, experts from 

Cambridge Analytica called: Data Driven Behavioural 

Change.  

What is particularly worrying is the inactivity and 

irresponsibility of the management and control structures of 

those social networks who don’t deal with this issue 

seriously, fully and committedly. The lack of safeguard 

mechanisms releases the malicious potential of 

disinformation that are posted and their undesirable 
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impact/influence on election results. This is best told by 

recent studies produced by colleagues at NATO 

STRATCOM CoE. 

The protection of the digital space against malicious threats 

must be one of the priority objectives of the EU and NATO 

member states, both on individual and organizational level. 

Reaching digital sovereignty, modelled on other 

sovereignties exercised by the state or community of states, 

must be one of the goals we should strive for. This 

sovereignty should not be modelled on the Chinese and/or 

the Russian case.  

The existing level of achieved democracy, human rights and 

freedoms must not be compromised by the digital 

sovereignty. However, EU and NATO member states, must 

not allow that the rules of conduct and activities in digital 

domain are defined by private companies, regardless of who 

they are. International legal entities must build up and 

maintain a democratic sovereignty in the digital world as well. 

For a quite long time, full sovereignty can no longer be limited 

to physical territory and personal existence. The digital world 

is today extremely important for the reliable, secure, 

complete and undisturbed day-to-day operation of almost all 

activities in the human life.  

I think that we are already late in reaching these goals. The 

more we are late, the harder it will be to return to the paths 

that will guarantee the security and stability of democracy 

and the protection of human rights. Considering that, I am 

convinced that the exchange of knowledge and experience 
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on this Forum will be helpful so that we can faster, better, 

more accurately and fully understand all the challenges that 

we are or will be facing. 

Therefore, we should do our best in order to 

Strengthen Democracy, and 

Protect Freedom and Society 

Doc.Dr. Gordan Akrap 

 

http://www.infozagreb.hr/&lang=en 

  

http://www.infozagreb.hr/&lang=en
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Welcome address by the Commandant of the 
Croatian Defence Academy “Dr. Franjo Tuđman” 

Ladies and Gentlemen, 

 

It is a great pleasure to be with you today. The topic of 

this Forum - Hybrid Threats and Wars in 21st Century - 

Making Society and Critical Infrastructure Resilient - is 

of a special importance today. 

 

Modern conflicts are characterized by hybrid warfare, 

most often, in cyber domain. Furthermore, we are 

witnessing exponential growth of hybrid threats. Rapid 

technological development determined digitalization of 

our society, including Armed forces.  

    

Digitization is the central issue of our time and one could 

even call it the megatrend of the 21st century. It makes 

enormous improvements and innovations possible, 

including for armed forces. But it also brings 

considerable risks and dependencies across national 

borders and may affect all of us, be they states, 

governments, societies, business, enterprises or 

individuals. Therefore, protection against the risks from 

cyber and information space is of strategic importance 

and is a matter of national interest. 

 

Cyberattacks against states, business enterprises, 

critical infrastructures and private households, have 
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long been a reality. Even low-level cyberattacks may 

cause enormous economic damage. But in addition to 

classical cyberattacks, activities in the information 

environment, such as fake news campaigns aimed at 

creating unrest, are often used to destabilize 

fundamental democratic structures. We have witnessed 

examples of these kinds of activities. 

 

It is not just the technology itself that we need to 

consider here, but also what it is utilized for. Conflicts 

between states or intra-state conflicts are increasingly 

susceptible to the influence of propaganda and 

disinformation. Therefore, information is becoming a 

core resource of the future. 

 

As early as 2016, at its Warsaw Summit, NATO 

recognized cyberspace as an independent military 

domain similar to the traditional domains of land, air, 

sea and space. In cyberspace, armed forces can 

reconnoiter and/or engage enemy systems by means of 

software, which differs from the classical spaces. In 

practical terms, this could mean interruption of logistic 

chains, or the modification of data crucial to enemy 

operations. The paralyzation of command and control 

and information systems would also be an option. Thus, 

cyberspace can be used to influence enemy capabilities 

and to prevent them from implementing their plans. 
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So, what are the characteristics of cyber and 

information space from a military point of view? What 

distinguishes the military dimension of cyber and 

information space from traditional domains?  

 

Cyber and information space is characterized by a high 

degree of complexity and the territoriality is 

complemented by virtual reality. Cyber and information 

space cannot be divided into combat sectors with clear 

spatial boundaries. The same is true for the 

maneuvering of troops. 

 

Still, we are not fooled by the term ‘virtual’. In cyber and 

information space too, physical effects can be achieved, 

and the place where cyber and information domain 

operations create an effect can theoretically be tens of 

thousands of kilometers away. This also differs from the 

classical domains. Time, too, has a different meaning in 

cyber and information space. For example, an effect 

can be achieved across any distance without any delay; 

effects can be and are achieved in real time. 

 

By now, the possibilities of digitization have made it 

feasible for non-state actors to achieve effects using 

cyberattacks, which previously could only be achieved 

by state actors. This is specifically true for international 

terrorism and also for organized crime. 
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Moreover, thanks to these technical possibilities, 

actions can be concealed extremely well. This makes 

the attribution of attacks particularly problematic. There 

are many potential perpetrator groups and motives. In 

conclusion, the threat situation has become much more 

complicated and this is a result of digitization. This also 

has an effect on the most probable future conflict 

scenarios between highly digitized states. They will 

technically be characterized by digitization, artificial 

intelligence and autonomous systems. So, in 

consequence, a large-scale kinetic war is probably not 

the most likely scenario for the future. 

 

Conventional military forces must, of course, still be 

available with required capabilities, primarily to ensure 

credible deterrence. But the hybrid scenario is playing 

an increasingly decisive role. Hybridity is possible 

without and in connection with the application of 

traditional military force. These kinds of strategies 

involve particular challenges. They use legal vacuums 

created by technological progress, and they take 

advantage of unclear responsibilities, for example, the 

distinction between internal and external security. 

Usually, they remain below the threshold of traditional 

warfare. This does not mean, however, that they are not 

violent. As long as we are not in a state of defense, the 

problem of attribution, already mentioned before, often 
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legally prevents a rapid response to cyberattacks. This 

remains a problem that also needs to be addressed. 

 

In the event of alliance or national defense, binding 

international regulations applying to armed conflicts 

between states must also be applied to cyber and 

information space.  

 

The internet knows no borders. In addition, hybrid 

strategies exploit interfaces between responsibilities, 

for instance, internal/external security. Therefore, it is 

indispensable that we close ranks and share knowledge 

at the national and international level. 

 

The integration of modern information technology into 

the military planning and decision-making process also 

has a formative impact on the operations of modern 

armed forces. Let me address some consequences for 

organizational processes. Organizational methods 

must be adapted to the requirements of armed forces 

operating in the information environment. 

 

Digitization does not mean “IT support for existing 

processes”, although we quite often think in that way, 

but rather the adaptation and optimization of processes 

based on the possibilities offered by digital means. We 

have new strategies in terms of collective national 

response to hybrid conflict scenarios. In other words, 
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the “digital state of defense” must be taken into account 

as a possible scenario. The ethics of digital war must be 

discussed in society as well as in the Croatian Armed 

Forces. 

 

Command and control structures and procedures must 

be reviewed and adapted. A comprehensive situation 

picture and automated recommendations for action will 

be established at higher command levels. When it 

comes to issuing and implementing orders, certain 

intermediate levels will probably not have the same role 

as before or may even no longer be needed. So, in 

general, we have to ask ourselves a lot of questions. 

Are the tools and procedures of former times still 

suitable today? Do modern tools like, for example, 

design thinking, offer alternative approaches, in the 

military domain as well? 

 

This leads to other consequences in the domain of 

training and corporate culture. Certainly, digitization will 

change the military profession. A digital corporate 

culture is required in the armed forces. The main factor 

here is the creation of cyber awareness among all 

members of armed forces. Cybersecurity culture has to 

be developed. The competencies requirements have 

also changed. This must be taken into account in the 

area of command and control. Innovative, “out of the 

box” thinking should be encouraged. 
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We must accept quick cross-hierarchical 

communication and put it into practice. The young 

generation is more network-oriented and the military is 

a classical hierarchical organization, so this thinking 

about where the young generation is coming from must 

be reflected in our means and mechanisms. 

 

Of course, the armed forces must become more flexible 

in the areas of personnel recruitment and career paths 

in order to be able to recruit and retain the talents we 

urgently need. In this respect, we also need to establish 

a dialogue with industry and science. That is of crucial 

importance because we are all looking for the same 

skills, for the same kind of people and it is a challenge 

for the whole society. 

 

In conclusion, digitization has already had a decisive 

impact on the Croatian Armed Forces and will have 

even more in the future with associated challenges that 

require new solutions and new ways of thinking in many 

domains. We are also contributing to national 

cybersecurity in terms of comprehensive government 

approach.  

 

Zagreb Security Forum as a hub for exchange of views 

will attribute to a better understanding of future hybrid 

threats and contribute to a more successful response.   
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Only together will we be able to successfully respond to 

the threats from cyber and information space, which is 

a precondition for the future of modern societies 

 

In the end, I wish us all a successful work and declare 

Zagreb Security Forum 2020 open. 

Lieutenant General Mate Pađen 
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Words of welcome 

Dear organizers and and participants of the 5th Zagreb 

Security Forum, 

On behalf of the Konrad Adenauer Foundation I would like to 

welcome you to the 5th Zagreb Security Forum. We are 

happy to team up with the other organisers and sponsors to 

deliver a platform for experts in the region and all around the 

globe, which will discuss how countries and institutions can 

defend themselves in the case of cyber-attacks, especial 

when it comes to critical infrastructure. 

The more refined technologies with regards to critical 

infrastructure like water and energy supply, traffic guidance 

systems facility management of public buildings like 

hospitals or military facilities become, the more vulnerable 

they are to cyber-attacks. The same goes for big data bases 

and social networks. How to tackle those attacks and, in the 

best of all scenarios, prevent them from happening, will be 

the subject of this forum. Attackers may be state actors or 

terrorists. They may act in their own interest or as 

“mercenaries”. 

So the challenges and threads are diverse. This is even more 

so relevant for the further digitalization of countries. Should 

networks like 5G be declared critical infrastructure, so that 

states have a greater say in who is developing the 

technology on the ground? Or should this be left over to the 

markets, running the risk that big chunks of sensible data get 

in the hands of foreign companies and authorities?  
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We all hope that this year’s Zagreb Security Forum will 

deliver some ideas on how to address all those questions. I 

am very much looking forward to the different panels and 

discussions with regards to that. 

Once again welcome and kind regards 

Holger Haibach 

Director 

Konrad Adenauer Stiftung Croatia and Slovenia 
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PROGRAM  
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09:00 – 09:30 Arrivals and Registration 

09:30 - 10:00 Opening Ceremony 

- Doc.Dr. Gordan Akrap, Hybrid Warfare Research 

Institute, president  

- Prof.Dr. Shlomo Shpiro, Bar Ilan University, Ramat 

Gan, Israel 

- Mr. Holger Haibach, Head of the Konrad-Adenauer-

Stiftung Office in Zagreb 
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- Lt. General Mate Pađen, Commandant of the 

Croatian Defence Academy "Dr. Franjo Tuđman" 

 

10:00 - 10:55  Keynote Speakers  

- Mrs. Dubravka Šuica, Vice-President (2019-2024) 

of European Commission for Democracy and 

Demography (video) 

- Dr. Deniz Beten, Senior SPS and Partnership 

Cooperation Advisor, NATO SPS Program 

- Dr. Mario Banožić, Minister of Defense, Croatia 

- Doc. Dr. Rober Kopal, special envoy of the Prime 

minister of Croatia  

11:00-12:40 

Panel I: Emerging Threats in 21st Century and 

Protection of Society and Democracy: lessons from the 

Coronavirus Crisis 

Chair: Prof.Dr. Mladen Vedriš, University of Zagreb  

Dr. Vlasta Zekulić, NATO HQ: NATO’s approach to 

countering Hybrid Threats during the COVID-19 crisis 
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Prof.Dr. Shlomo Shpiro, Bar Ilan University, Ramat 

Gan, Israel: Hybrid Threats, Crisis Communication and 

Resilience of Society and State 

Konrad Adenauer Stiftung, HQ, Berlin, Germany 

Prof.Dr. Slavko Vidović, Doc.Dr. Gordan Akrap: 

Reaching Digital Sovereignty - Why and How 

Dr. Grzegorz Lyko, Chief of Staff, NATO Strategic 

Communications Centre of Excellence 

13:00-14:00 Lunch (one non-alcoholic beverage 

included) 

14:00 16:00 

Panel II: Hybrid and Cyber Warfare – Threats to 

Freedom and Society  

Chair: Prof.Dr. Darko Trifunović, Director, INIS, 

Serbia 

Dr. Hrvoje Karna, Darija Jurko, Boško Jerončić-Grba, 

Croatian Defence Academy, Zagreb: Analysis of the 

incidence and usage of the term "hybrid war(fare)" in the 

digital media space of the Republic of Croatia 

Dr. Vira Ratsiborynska, Adjunct professor on NATO 

and transatlantic approaches to security, Free 
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University of Brussels (VUB): Future of Russia's hybrid 

warfare: Analysis of different drivers and their impact on 

security of society 

ir. Yvan de Mesmaeker, European Corporate Security 

Association: Protecting Critical Infrastructure against the 

Insider Threat 

Col. (ret.) Eyal Pinko, Israel: Naval Hybrid (Cyber) 

Warfare in Mediterranean Sea 

Matjaž Prah, HEP: Security aspects of nuclear power 

plants 

16:00-16:20 Coffee Break 

 

16:20-18:20 

Panel III: Hybrid and Cyber Warfare – International 

Problems and Joint Solutions 

Chair: ir. Yvan de Mesmaeker, European Corporate 

Security Association 

Prof.Dr. Iztok Podbregar, Prof.Dr. Polona 

Šprajc, University of Maribor, Slovenia: Pandemic and 

restrictions of Movement 

Lt. Col. (res.) Ophir Revach, EJC-SACC, Israel: Making 
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Prof.Dr. Aleksandra Gasztold, University of Warsaw; 

Dr. Przemysław Gasztold, Institute of Public 

Remembrance, War Studies University, Poland: 

Espionage and Deception. Evolving Trends of Russian 

Hybrid Warfare against Poland  

Prof.Dr. Zoran Dragišić, University of Belgrade, 

Prof.Dr. Darko Trifunović, Director, INIS, Serbia, Mr. 

Darko Obradović, Secretary General, INIS, Serbia: 

Russian Hybrid Threats and Malign Influence to WB6 states  

 

20:00 Networking dinner for all Forum 

participants – Hotel Sheraton 

 (two non-alcoholic beverages included) 
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Day 2: Tuesday, September 8, 2020 

(Closed panel - participation by invitation only) 

10:00 12:00 Panel: Future Challenges, Joint Responses 

(Under Chatham house rules) 

Chair: Doc.Dr. Gordan Akrap, Prof.Dr. Shlomo Shpiro 

Col. Viacheslav Semenenko, The Center for Military and 

Strategic Studies of the National Defence University of 

Ukraine 

General (ret.) Mirko Šundov, PhD 

This session will discuss and integrate the lessons learned 

from the individual presentations of the previous day, both in 

terms of threat analysis and of networked responses in the 

aftermath of the Coronavirus crisis. Furthermore, this 

session will facilitate a wider discussion on the needs for joint 

capacity building, intensive inter-operability, and mutual 

multi-level crisis assistance especially against hybrid threats. 

12:00-13:30 Networking lunch for all Forum 

participants 

(one non-alcoholic beverage included)  

End of the Forum  
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The company Hrvatska elektroprivreda, which was 

established in 1990 under this name, is a successor of 

electric power organizations that have been dealing 

with electricity generation, transmission and distribution 

in Croatia for more than one century. In 2002 it was 

transformed into HEP Group, i.e. a group of associated 

organizations owned solely by the state. In the last 

several decades the company has been engaged in 

heat energy supply to customers, gas distribution and 

supply as well as in projects of energy efficiency.  

Hrvatska elektroprivreda d.d. (HEP d.d.) is a parent 

company of HEP Group with headquarters in Zagreb. 

HEP d.d., the founder and the sole owner of the majority 

of HEP Group's companies, performs corporate 

functions and directs, coordinates and monitors 

generation and network activities as well as other 

activities in dependent companies, in order to optimize 

business processes. HEP Group does business in all 

Croatia, and apart from that on the markets of Serbia, 

Slovenia, Bosnia and Herzegovina, Hungary and 

Kosovo by means of daughter companies and HEP-
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Trade. In Bosnia and Herzegovina there is the pumping 

station Buško blato, a daughter company of HEP-

Generation. HEP is a co-owner of the Nuclear power 

plant Krško in Slovenia, an associated company outside 

HEP Group, where it shares ownership with the 

company Gen Energija. HEP Group has around 10 

thousand employees; it generates the annual revenue 

of around 14 billion kunas and has more than 2 million 

buyers, which makes it one of the biggest companies in 

Croatia and the biggest company owned by the state. 

Therefore, HEP Group's business is of strategic 

importance for the Republic of Croatia.  

HEP Group's mission, a secure and high-quality energy 

supply of buyers, along with a high level of social 

responsibility is based on a century-long history. 

However, achieved business trends imply the fulfilment 

of company's vision, which is a Croatian energy leader 

with an increasing share on the regional market of 

electricity generation, supply and trade, offering a 

secure and high-quality service based on the principles 

of ecologically-acceptable generation, energy efficiency 

and sustainable business. 
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Freedom, justice and solidarity are the basic principles 

underlying the work of the Konrad-Adenauer-Stiftung (KAS). 

The KAS is a political foundation, closely associated with the 

Christian Democratic Union of Germany (CDU). As co-

founder of the CDU and the first Chancellor of the Federal 

Republic of Germany, Konrad Adenauer (1876-1967) united 

Christian-social, conservative and liberal traditions. His 

name is synonymous with the democratic reconstruction of 

Germany, the firm alignment of foreign policy with the trans-

Atlantic community of values, the vision of a unified Europe 

and an orientation towards the social market economy. His 

intellectual heritage continues to serve both as our aim as 

well as our obligation today. 

In our European and international cooperation efforts we 

work for people to be able to live self-determined lives in 

freedom and dignity. We make a contribution underpinned by 

values to helping Germany meet its growing responsibilities 

throughout the world. We encourage people to lend a hand 

in shaping the future along these lines. With more than 70 

offices abroad and projects in over 120 countries, we make 

a unique contribution to the promotion of democracy, the rule 

of law and a social market economy. To foster peace and 

freedom we encourage a continuous dialog at the national 
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and international levels as well as the exchange between 

cultures and religions. 

Human beings in their distinctive dignity and with their rights 

and responsibilities are at the heart of our work. We are 

guided by the conviction that human beings are the starting 

point in the effort to bring about social justice and democratic 

freedom while promoting sustainable economic activity. By 

bringing people together who embrace their responsibilities 

in society, we develop active networks in the political and 

economic spheres as well as in society itself. The guidance 

we provide on the basis of our political know-how and 

knowledge helps to shape the globalization process along 

more socially equitable, ecologically sustainable and 

economically efficient lines. 

 We cooperate with governmental institutions, political 

parties, civil society organizations and handpicked elites, 

building strong partnerships along the way. In particular we 

seek to intensify political cooperation in the area of 

development cooperation at the national and international 

levels on the foundations of our objectives and values. 

Together with our partners we make a contribution to the 

creation of an international order that enables every country 

to develop in freedom and under its own responsibility. 
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JADRANSKI NAFTOVOD dioničko društvo (JANAF 

Plc.) with its registered office in Zagreb, manages an oil 

pipeline system, designed and built in the period from 

1974 to 1979 as a modern, efficacious and cost-efficient 

crude oil transportation system for both local and 

foreign users. Along with crude oil transportation, other 

major activities of JANAF Plc. also include storage of 

crude oil and petroleum products, as well as reloading 

of liquid cargoes. The Company’s mission is to ensure 

a reliable and high-quality system for crude oil transport 

and crude oil and petroleum products storage, applying 

the world’s highest technological standards and taking 

care of preservation and protection of the environment, 

health, safety and development of its employees. 

The JANAF system was built as an international crude 

oil transportation system from the Omišalj Port and 

Terminal to both local and foreign refineries in Eastern 

and Central Europe. The pipeline designed capacity 

amounts to 34 million tons of crude oil annually (MTA), 

while the installed capacity is 20 MTA. The total 

capacity of tanks for crude oil storage amounts to 1.7 
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million m3, and 220,000 m3 for storage of petroleum 

products respectively.  

By introducing the SCADA system, modernizing the 

electric power supply system, GIS and information and 

communication system, together with conducting 

continuous pipeline inspections and repairs and 

maintaining the system at high technical and 

technological level, safe and secure transport of crude 

oil is enabled, as well as storage of crude oil and 

petroleum products, which provides regular and reliable 

supply to clients.  
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Adriatic Security Solutions Ltd offers services in 

areas of Physical Protection Systems and Intelligent 

Transportation Systems. 

The company and employees are certified by the 

Ministry of Interior with the Security Service Provision 

licence in accordance with Croatia's Privacy Security 

Act and the Office of the National Security Council with 

the Facility Security Clearance Certificate (NATO/EU 

Security Clearance).  

Our employees are members of numerous scientific 

and professional associations (ASIS, HCZ, ITS HR, 

HZDP, UHMS, etc.). 

Our leading, significantly experienced experts, 

guarantee enforcement of valued services in project 

management, consulting, development of threat 

assessments and risk analysis, security systems 

design, project revision, development of tender 

documentation, facility security plan development, 

procedure & protocol development, conducting 

technical supervision of security systems 

implementation and maintenance processes, 
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administering independent supervision, analysis and 

expert second opinion, presentation of investment 

projects, ascertain damage inducement of equipment 

and accessories, internal controlling and supervision of 

physical and technical security and in-house developed 

security systems verification test procedures including 

functional system verification, technical controlling and 

expert analysis of implemented security systems, 

penetration tests, integrity security systems ascertain 

tests. 

Adriatic Security Solutions mission is to offer high value 

professional services according to latest regulations 

and technical solutions. 

    Velimir Ostoić, CEO 
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InfoDom is focused on the modernization and 

development of business infrastructure and ICT 

solutions related to the digital transformation of the 

public sector and increase the competitiveness of the 

private sector in the EU countries and developing 

countries. 

InfoDom is strategically engaged in five areas with its 

consulting services and IT solutions design, 

development and implementation: 

1. Modernization of the public sector and the 

networked public administration 

2. Business excellence, regulatory compliance and 

networked economy 

3. Integrated Regional Development 

4. Smart City Development 

5. Digital Enterprise. 

 

InfoDom includes global reference models of the 

respective market segments, applies regulatory 

frameworks and uses benchmarking techniques and 

best practices portals as sources of knowledge. 
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Through certified business partner status, InfoDom 

Group works with the world's leading technological 

principals: 

- IBM 

- Microsoft,  

- Oracle, and  

- Partners in the "Open Technologies". 

InfoDom Group employs over 100 experts and has 

companies in Zagreb, London, Sarajevo, Podgorica and 

Belgrade, along with a network of partner companies. 
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Jadrolinija is Croatia’s largest passenger sea carrier 

which has been operating for more than one hundred 

years. It is a state-owned company with headquarters 

in the northern Adriatic city of Rijeka.  With a mission of 

seamlessly connecting Croatian islands with the 

mainland all year round, Jadrolinija improves the quality 

of life for Croatian islanders and enriches the holiday 

experience for the modern tourist. Jadrolinija has a fleet 

of 52 ships of different types and sizes that provide the 

lifeline along Croatian Adriatic coast and operate 

internationally linking Croatia to Italy and Montenegro. 

A new record was set in 2019 with more than 12 million 

passengers and more than 3 million transported 

vehicles that year. In the peak summer months, it is 

proud to have more than 600 daily departures and a 24-

hour-service on its most frequent routes. 

Jadrolinija's skilled and professional staff go an extra 

mile by serving passengers during summer congestion 

or in harsh winter weather with a warm smile.  

 



 

 

40 

 

By performing gas transmission as its main activity, 
Plinacro guarantees safe, reliable and high-quality 
supply of natural gas from the entry point into the gas 
transmission system to off-take measuring-reduction 
stations of gas distributers and direct and eligible 
customers. 

Plinacro is in charge of supervision, maintenance, 
development and construction of the entire gas 
transmission system, and of other activities necessary 
for the technical functioning of the system. 

Plinacro operates 2693 km of high-pressure gas 
pipelines, 1741 km of which is 50-bar and 952 km is 75-
bar system, 6 entry measuring stations, 157 exit 
measuring-reduction stations and a state-of-the-art 
National Dispatching Centre, a centre of remote 
supervision and managing the entire gas transmission 
system. 
  
Operative control of Plinacro infrastructure is carried 
out through five gas transmission regions:  

• Gas Transmission Region Central Croatia (head 
office in Ivanić Grad), 
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• Gas Transmission Region Northern Croatia 
(head office in Zabok), 

• Gas Transmission Region Eastern Croatia (head 
office in Donji Miholjac), 

• Gas Transmission Region Western Croatia 
(head office in Rijeka), 

• Gas Transmission Region Southern Croatia 
(head office in Stankovci) 

and the Maintenance Department and Storage located 
in Ivanić Grad as well as through the mentioned 
National Dispatching Centre. 
  
Plinacro currently employs 275 people. 
  
  
PLINACRO IN NUMBERS:  

• 2693 km of gas pipelines 
• over 450 of overhead facilities of the 

transmission system 
• 157 measuring-reducing stations 
• gas system capacity: 270.181.680 kWh/day 
• 32.3 GWh transported in 2017 
• 275 employees  
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The Institute for an Electronic Business LLC. is an ICT 
company focused to support the development of 
advanced methods of electronic business and 
technological solutions for e-business systems. We 
develop industrial ICT solutions, creating advanced 
systems to distribute digital content as well as data 
collection and analysis systems. 

Increasingly the need for intelligent solutions tailored to 
the needs of users is becoming more and more 
prominent in highly digitized companies, where the 
comparative business advantage is sometimes 
measured in "millimetres" - one of the important factors 
is data exchange and analysis among business entities 
and the information representation to the end-user. In 
our business, we take the highest technological 
standards of IT security, and we are more concerned 
with the user's trust - because the user is in the focus of 
our business. 

Our mission is to be a trusted business partner to the 
advancement of electronic business, developing a 
dynamic information and communication systems. 
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Speakers and Panel Chairs of the 5th Zagreb 
Security Forum are: 

Dr. Gordan Akrap, Hybrid Warfare 

Research Institute, Croatia, born 1966, 

graduated at Zagreb Faculty of electronics 

and computing in 1994. In 2011 he received 

a PhD at the University of Zagreb, in the 

field of Information and Communication 

sciences. The title of his PhD was 

“Informational strategies and operations in 

public knowledge shaping”. He had an 

active role in Croatia’s Homeland war. 

During his career in diplomatic and security structures of Croatia 

he completed a number of professional courses, including 

Diplomatic Academy. He is active in research of national and 

regional security, intelligence and history of Homeland War. He 

published several books, and papers in journals and proceedings. 

Prof. Dr. Shlomo Shpiro, president of 

International Intelligence History 

association, Israel, Head of the Europa 

Institute at bar Ilan University and Senior 

Research Fellow at the BESA Centre for 

Strategic Studies. Since 2008 he is also 

Chairman of the International Intelligence 

History Association (IIHA). He specializes 

in intelligence, terrorism and security 

studies. His research activities concentrate 

on the role of intelligence services as 

political mediators in the international arena, the intelligence 

activities of terror organisations, intelligence ethics and political 

influence, and on security crisis management and crisis 

communication. 
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Lt. General Mate Pađen During the 

Homeland War he assumed a number of 

command and staff duties: Commander of 

the Artillery Battery, Deputy Commander 

and Commander of the Rocket-Missile 

Division, Chief of Brigade Artillery, 

Commander of the Ogulin Command Post, 

and finally Brigade and Regiment 

Commander. In November 2007, by the 

Decision of the President of the Republic 

of Croatia he was appointed the Defense Attaché of the Republic 

of Croatia to the United States and in April 2008 he was appointed 

as the Defense Attaché of the Republic of Croatia to Canada as 

well, based in Washington DC. Upon his return from the United 

States, on October 1, 2012, he was appointed Deputy Chief of 

General Staff of the Croatian Armed Forces for Operations, and on 

June 1, 2014, he assumed the duty of the Director of the General 

Staff of the Croatian Armed Forces. From March 1, 2015 to 

December 31, 2017, he was the Military Representative of the 

Republic of Croatia to NATO and the EU in the Croatian Mission 

to NATO in Brussels. He was promoted to the rank of Major 

General on March 29, 2013, and Lt. General August 4th 2020.  

Mr. Holger Haibach. During his studies in 

1997 he was the electoral district assistant of 

Brigitte Kölsch, Member of the Landtag. 

From 1995 to 1999 he was a research 

assistant at the Institute of classic Philology, 

Justus-Liebig-University, Glessen. From 

2002 to 2011 he was a directly elected 

member of the German Bundestag; Deputy 

Chairman of the Committee for Human 

Rights and Humanitarian Aid; Spokesman 

of the CDU/CSU parliamentary group for Economic Cooperation 

and Development from 2009 to 2011. From 2005 to 2011 he was 
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an alternate member of the Foreign Affairs Committee and at the 

same time member of the Subcommittee on Arms Control and 

Non-Proliferation. From 2011 to 2013 Konrad-Adenauer-Stiftung 

e.V.: Head of the Foreign Office for Namibia and Angola. From 

2014 to 2015 he was named Head of the Chile Foreign office based 

in Santiago de Chile of the Konrad-Adenauer-Stiftung e.V. From 

2015 to 2018 he was Head of Central Tasks and Services 

Department of CDU Germany. Since 2019 Konrad-Adenauer-

Stiftung e.V.: Head of the Foreign Office for Croatia and Slovenia.  

 

Dubravka Šuica,   

European 
Commission Vice-
President for 
Democracy and 
Demography 

 

Dubravka Šuica is a Croatian politician from the city of Dubrovnik, 

where she served two terms as its first female mayor. In 2006 she 

was awarded the World Mayor Award. Mrs Šuica holds a Degree 

in English and German from Zagreb Faculty of Humanities and 

Social Sciences. She and started her career in education: first as a 

teacher and later as the Director of the Dubrovnik High School. 

She entered politics in the 1990s as a Member of the Croatian 

Democratic Union and served three terms as a Member of Croatian 

Parliament and Vice-Chair of the EU Integration Committee. 

Between 2004 and 2009 Dubravka Šuica was a Board Member of 

the Union of the Association of Towns and Municipalities of the 

Republic of Croatia, and later served as Councillor of the 

Dubrovnik-Neretva County Assembly. During ten years she was 

https://en.wikipedia.org/wiki/Faculty_of_Humanities_and_Social_Sciences,_University_of_Zagreb
https://en.wikipedia.org/wiki/Faculty_of_Humanities_and_Social_Sciences,_University_of_Zagreb
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President of the Croatian Delegation to the Congress of Local and 

Regional Authorities of the Council of Europe. 

From 2013 to 2019 Dubravka Šuica served as a Member of the 

European Parliament, responsible for issues related to 

environment, public health and food safety as well as foreign 

affairs. She was the head of Croatian EPP delegation in the 

European parliament. In June 2019, Šuica was elected as first Vice-

Chair of EPP Group in the European Parliament. 

Since December 2019, Dubravka Šuica is Vice-President of the 

European Commission in charge of Democracy and Demography. 

....... 

Minister BANOŽIĆ 

......... 

 

 

Dr. Vlasta Zekulić, NATO HQ - 

Operations Division 

Dr Zekulic works for NATO’s HQ, 

Operations Division, Operational 

Preparedness and Planning Section. 

She joined the NATO International 

Staff after completing her Croatian 

military career as a Lieutenant 

Colonel in 2017. As an infantry and military police officer, she held 

numerous command and staff positions, including several 



 

 

47 

deployments to operational theatres. Since late 2014 she served at 

the Allied Command Transformation, Strategic Plans and Policy 

Division, where she led the development of high level policy 

papers and strategies on hybrid warfare, resilience, and Readiness 

Action Plan. This work led to a posting as a deputy head in the 

Strategic Assessment Element of the Emergency Security 

Challenges division in NATO HQ. In this capacity she worked on 

developing strategic assessments aimed at identifying emerging 

crisis and enhancing situational awareness for use by the Secretary 

General and the Chairman of Military Committee. In her current 

role she leads development of operational policies and strategic-

level assessments to bolster Alliance’s deterrence and defence 

posture, preparedness and crisis management. She holds bachelor 

degrees in computer science, criminalistics and criminology, as 

well as masters and PhD in International Relations and National 

Security.  

CDR Grzegorz Łyko, PhD, Chief of Staff, 

NATO STRATCOM Center of 

Excellence, Riga, Latvia 

CDR Łyko, graduated at Polish Naval 

Academy in Gdyna, Information operation 

course and National Defence University, 

Public affairs course at NATO School, and 

holds PhD from National Defence 

University in field of National Security 

from 2016. He served as Public affairs 

officer, Strategic communication specialist and in Operational 

centre of the Ministry of national defence of Poland. Since August 

2018 he serves in NATO Strategic Communications centre of 

Excellence in Riga, Latvia. 
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ir. Yvan De Mesmaeker Secretary general of 

the European Corporate Security Association 

– ECSA, Yvan De Mesmaeker is a Civil 

Engineer with over 25 years of professional 

experience in Corporate Security and 

Resilience. The European Corporate Security 

Association - ECSA, a non-for-profit 

Professional Association of Managers and 

Officials in charge of the Security & 

Resilience of Corporations and International Institutions. 

 

Matjaž Prah, HEP d.d. 

He spent 30 years in the field of nuclear safety 

and security.  He was Licensing Manager at 

the Krško Nuclear Power Plant in Slovenia 

and later Director General of the Croatian 

National Nuclear Safety and Security 

Regulatory Body (State office for Nuclear 

Safety) from 2005 to 2008 also responsible 

for development of the subsidiary nuclear safety and security 

legislation, development and implementation of safeguards 

measures at national level, and for Technical Cooperation with the 

IAEA (International Atomic Energy Agency).   

He was involved in a number of the international activities 

regarding nuclear non-proliferation and technical verification 

regime in the senior management role or as Project Executive such 

as CTBTO Integrated Field Exercise (IFE) 2008 in Kazakhstan, 

Noble Gas Field Operational Test 2009 in Slovakia, CTBTO 

Directed Exercise 2010 in Jordan as well as Integrated Field 

Exercise (IFE) 2014 in Jordan and in many others.  He joined the 

On-Site Inspection Division (OSI) at the CTBTO in 2009 (UN 
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based Comprehensive Nuclear Test Ban Treaty Organization), 

where he has been involved in building up the operational readiness 

of the OSI verification regime element as OSI Divisional 

Coordinator (role of deputy director). Temporarily, he was re-

assigned to be an Special Assistant to the Executive Secretary for 

the Quality Control and Quality Assurance for the implementation 

of the on-site inspection programme and oversighted the 

implementation of the preparatory activities for IFE (February 

2013-July 2013) after which he resumed his position of the OSI 

Divisional Coordinator again.  

He was also a co-chairman of the United Nations Geographical 

Information Working Group (UNGIWG) which members 33 

International UN based Organizations from 2011 to 2013. 

After concluding his term with CTBTO (March 2016), Mr. Prah 

has been assigned to be a Head of Department for Nuclear Power 

Plant Krško in Hrvatska elektroprivreda (HEP). Mr. Prah becomes 

a member of NPP Krško Safety Committee in June 2019. 

Prof.Dr. Iztok Podbregar is a Full 

Professor at the Faculty of Organizational 

Sciences, University of Maribor and Dean. 

His major interests concern crisis 

management, critical infrastructure and 

human resource management. He teaches at 

undergraduate, master and doctoral level. 

He is author of several monographs, books, 

scientific articles published in Slovenia and 

abroad. 

 



 

 

50 

Polona Šprajc (Ph.D.) is an Assistant 

Professor at the Faculty of Organizational 

Sciences, University of Maribor in the 

Department of Personnel and Vice dean 

for educational activity. Her major 

research interests concern human resource 

management, marketing and business 

ethics. She teaches on undergraduate and 

master level.  She is author of chapters in 

books and articles in scientific and 

professional journals, published in 

Slovenia and abroad. 

Prof. Dr. Slavko Vidović, Director and 

founder of the InfoDom Group with 

companies in Croatia, Bosnia and 

Herzegovina and United Kingdom 

Throughout his career he has been active in 

leading large-scale projects in the area of 

state authority, public companies and 

organisations. In addition to that, through 

his scientific-educational efforts he has 

contributed to a number of scientific and 

research projects, such as artificial intelligence-specific area, 

supporting systems in decision-making and application 

development. He lectures at the Faculty of Organisation and 

Informatics of the University in Zagreb and holds membership at 

National Council for Electronic Business of Government of 

Republic of Croatia and the National Council for Competitiveness, 

BPM Institute, PMI and Tele Management Forum. 
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Lt. Col. (res.) Ophir Revach is the Chief 

Executive Officer of the European 

Jewish Congress's Security and Crisis 

Center (EJC-SACC).  

With its main headquarters in Vienna, the 

SACC is active in hundreds of communities 

all over Europe to enhance security and 

civil resilience, counter terrorism and 

violent extremism, and develop 

community-based security cooperation with law enforcement, 

intelligence and governments. Mr. Revach has thirty years 

extensive experience in these fields working at the Israeli Prime 

Minister's Office, where he held a number of senior positions in the 

fields of security, intelligence and crisis management.  Before that 

he served at the Israeli Defense Force as a combat officer.  He has 

graduated his degree in Political Studies at the Bar-Ilan University. 

 

Lina Aburous, Managing Director 

– Strategy, Euraffex Group 

Lina has more than 15 years of 

experience in strategic planning, 

political communications, 

reputation management, and 

country branding. Her path was 

shaped in both public and private 

sectors, and she has lead strategic 

planning teams in several governmental and inter-

governmental organizations. Lina advised and worked for 

several heads of states, politicians, and international figures, 

in Europe, Latin America and the Middle East. On a weekly 

basis, Lina provides her views on EU current affairs on 
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Politico's EU Confidential podcast, the nominated number 

one media outlet in Brussels. 
 

Prof.Dr. Mladen Vedriš, University of 

Zagreb, Faculty of Law – Head of 

Department of Economic Sciences. Prof.dr. 

Mladen Vedriš was born on 29 December 

1950 in Zagreb. His scientific research 

career began at the Centre for the Research 

of Migration of the University of Zagreb. In 

1990, he became president of the executive 

council of the city of Zagreb (the equivalent 

today is the position of mayor). In 1992, he 

became a member of the national government, eventually serving 

as the deputy prime minister for economics. From 1993 to 1995 he 

was president of the Croatian Chamber of Commerce. In 1996, he 

founded the strategic consulting company Sonder d.o.o. Since 

2005, he has been a professor at the Faculty of Law in Zagreb and 

the head of the Department of Economic Sciences. He is an expert 

in the area of macroeconomic analysis, regional development, 

industrial policy, and competitiveness. He has published several 

scientific and professional works and has participated in several 

foreign and domestic scientific research projects. 

 

Boško Jerončić-Grba is a Navy Commander in the Croatian 

Armed Forces, currently working as a lecturer at the Croatian 

Defense Academy teaching C4I, electronic warfare and radar 

systems. He graduated from Naval Military Academy in Split, 

where he specialized in telecommunications and radar systems. 

During his career, he was regional commander of the electronic 

warfare center, directly subordinated to the Croatian General Staff. 

Commander Jerončić-Grba has an extensive war experience having 



 

 

53 

participated in the Croatian War for independence during which he 

was responsible for tasks of establishing, organizing and directing 

first Croatian military units specialized in electronic warfare. 

Darija Jurko is a Navy Commander in the Croatian Armed 

Forces, currently working as a lecturer at the Croatian Defense 

Academy. She is the United States Naval Academy graduate, 

where she earned a degree in Systems Engineering. During her 

naval career, she was serving onboard Croatian Navy war ship as a 

weapons officer and had different staff duties at the Croatian Navy 

Headquarters. Currently, she is a PhD student in the Electrical 

Engineering and Information Technology Study at the Faculty of 

Electrical Engineering, Mechanical Engineering and Naval 

Architecture, University of Split, Croatia. 

Hrvoje Karna is PostDoc and Lecturer at Croatian Defense 

Academy.  He holds a PhD in Electrical Engineering and 

Information Technology from the Faculty of Electrical 

Engineering, Mechanical Engineering and Naval Architecture, 

University of Split, Croatia and has more than ten years of 

experience in the ICT sector working for Siemens and Atos at 

various positions. 

Prof.Dr. Zoran Dragišić is full professor 

and vice dean for development on Faculty 

of Security Studies – University of 

Belgrade. He has served in the National 

Assembly of Serbia since 2016 as part of the 

parliamentary grouping of the Serbian 

Progressive Party (Srpska napredna 

stranka; SNS). He was previously a 

candidate for President of Serbia in the 2012 

Presidential election. He graduated from the 

University of Belgrade Faculty of Security Studies in 1991 as 

valedictorian and subsequently earned a master's degree (1999) and 
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Ph.D. (2004) from the university's law faculty. He is currently a 

member of the parliamentary defence and internal affairs 

committee; a deputy member of three other committees; a deputy 

member of Serbia's delegation to the NATO Parliamentary 

Assembly; the head of the parliamentary friendship group with 

Turkey; and a member of the parliamentary friendship groups with 

China, Israel, Syria, the United Kingdom, and the United States of 

America.  

 

Prof.Dr. Darko Trifunović, Director of 

the Institute for National and International 

Security, professor at Faculty of Law, 

Administration and Security, Megatrend 

University, Belgrade. Dr Trifunovic was 

elected as guest professor at FUDAN 

University – Center of American Studies, 

Shanghai, China. He is Senior Research 

Fellow and lecturer at Faculty of Security 

Studies-University of Belgrade. He is a 

specialist in Security studies, Intelligence 

& Counterintelligence studies as well as Counter-Terrorism, 

National and International Security studies. Dr. Trifunovic is the 

representative for Serbia and Montenegro of International Strategic 

Studies Association (ISSA); Defense & Foreign Affairs 

publications; and the Global Information System and member of 

the Advisory Board of the Institute of Transnational Studies, 

Munich, Germany. The Shanghai Center for International Studies 

appointed him as the first foreign expert for the Olympic Games 

(2008) security preparation in China. In 2010, he is engaged in 

World Expo Security preparation. Dr Trifunovic is regular speaker 

at International Counter Terrorism Institute, Tel Aviv, Israel, and 

one of the founding Members of the International Counter 
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Terrorism Academic Community (ICTAC). He has published 

numbers of academic books papers and articles. 

 

 Aleksandra Gasztold, Ph.D, Habil. 

political scientist, associate professor at the 

Faculty of Political Sciences and 

International Studies, University of 

Warsaw (Poland). She conducts research on 

contemporary terrorism and 

counterterrorism. A scholarship holder of 

the University of Indiana in Bloomington, 

the University of Konstanz, the Vienna 

University and Johannes Gutenberg 

University Mainz. Thematic editor (security studies) of the 

Scientific Quarterly "e-Politikon" of the Political Analyses Center 

of the University of Warsaw (OAP UW) Expert of the Government 

Centre for Security (RCB). Member of Steering Committee 

Women in International Security (WISS Poland). Author of 

various works on counterterrorism and feminist perspective in 

studies on terrorism. 

 

Przemysław Gasztold, Ph. D. research 

fellow at the Historic Research Office of 

the Institute of National Remembrance in 

Warsaw and Assistant Professor at the War 

Studies University, Department of 

Terrorism Studies in Warsaw. He received 

his Ph.D. from the Warsaw University, 

Faculty of Journalism and Political Science 

in 2016. He is currently conducting 

research on Polish intelligence services, on 
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relations between foreign policy and arms trade, on relations 

between Poland, the Middle East, African countries, on factions 

within the Polish United Workers’ Party, and the ties between the 

Soviet Bloc and international terrorism during the Cold War.  


